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Al: CYBERSECURITY
FRIEND OR FOE?

Dave Hatter, CISSP, CISA, CISM, CCSP, CSSLP, PMP, ITIL

Cybersecurity Consultant
Intrust I'T

linkedin.com/in/davehatter
twitter.com/davehatter




Agenda

« SDE = cybercrime tsunami|

« Disruption and Transformation
- Black Hat Al

- White Hat Al

- Navigating the Future

« Discussion and Q&A
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Sottware 15 eating up the world*
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8 Microsoft Start Q- Search the web

CrowdStrike outage reportedly cost over §5.4 billion for
top companies alone
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Record-Breaking $75
Million Ransom Paid 1o
Dark Angels Gang




GDOGLE ANTITRUST CASE SUMMER VIDED GAMES INTERMNET TOO EXFPFEMNSIVE?
What it means for s... What we're nlavina... How to lower vour

Elections Sports Entertainment Life Money | Tech ] Travel Opinion

TECH Social Security Add Topict

2.9 billion records, including
Social Security numbers,
stolen in data hack: What to

know
FPCCOLITICCO

T he mation"s best hackkers fournnd
wulnmnerabilities Im votimng mMmadcdadhimnes
But mo tinme to ficxa thhernmm

Orsanizers and parTticipants at the IDEF T COIN Votings Villagse fouaimzd ovbex
vulnmnerabilities imnmn everythings frroyny votinas symyachinmes to e—poll books, but there
is 1o titnne before the TNovernmnber elections to fullsy isnmaplersrmennt theirxr faisasdinyss.




Cybercrime Expected ToO
Skyrocket in the Coming Years

Estimated cost of cybercrime worldwide
(in trillion U.S. dollars) 23.82

20.74

17 65
14.57
11.50
l 8.449
5.99
2.95
0.86 1.16
T . |

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027

0

0

As of November 2022. Data shown is using current exchange rates.

Sources: Statista Technology Market Outlook,
National Cyber Security Organizations, FBI, IMF

statista Zs




BLEEPINGCOMPUTER f v e o @8

NEWS ~ DOWNLOADS ™~ VPNS ~ VIRUS REMOVAL GUIDES ~ TUTOF

victim’s

Ransomware ="'+ S oot
In their own words, the attacker
told the SEC that MeridianLink

3y lonut llascu S, 2023 09:02 PN

suffered a “'significant breach”
and did not disclose it as required

undisclosed

In Form 8-K, under Item 1.05.




= Futurism Q

TTTTTTT O KILL | 4:50 PM by VICTOR TANGERMANN

Homeland Security Warns of
Cyberattacks Intended to Kill People

"The attacks are increasing in frequency and gravity, and cybersecurity
must be a priority for all of us."




Cybersecurity Challenges

« Skills gap » Cloud shift
« Alert fatigue » 3 Party Risk
« Vast and growing attack =Shadow IT
surface » Massive data volume
- Remote work - Compliance & privacy

=0T /ICS/SCADA /OT

« Growing attack
sophistication

« Insider threats



Never has a
technology
made us SO
excited and
terrified at the
same time




"Any sufficiently advanced
technology is indistinguishable
from magic.” — Arthur C.
Clarke

“Machine intelligence is the
last invention that humanity
will ever need to make.” - Nick
Bostrom
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WH.GOV EO 14110 Q

OCTOBER 30, 2023

Executive Order on the Safe, Secure,
and Trustworthy Development and Use

of Artificial Intelligence
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Hype Cycle for

Intelligence.

O2

Smart Robota
Reosponsible Al
Neoeuromorphic Computing

Prompt Engineoring
Artificial General imtelligence
Decision Intelligoence

Al TRISM

Operational Al Systems
Composite Al

Data-Contric Al

Al Enginearing

Expectations

Al Simulation

Causal Al

Neuro-Symbolic Al

Multiagent Systaoms

First-Principles Al

Automatic Systermns

Innovation
Trigger

Goenerative Al

Foundation
Mociain

Peak of
Inflated
Expectations

Synthetic Data

ModelOps

EdgeAl

Knowledge Graphs

Al Maker and Teaching Kits

Trough of
Disillusionment

Computer

Vision s

Cloud Al
. > & 4 s -
Services Data Labeling

and Annotation

Intelligent Applications

Autonomous Vehicles

Slope of

Plateau of
Enlightenment

Productivity

Plateau will be reachaed:

loss than 2 years @ 2to S years

& 5 to 10 yeoars L

Time

more tham 10 yoars

A of July 2023

Gartner



New Security Challenges

- Al-driven Attacks
- Al-driven Social engineering
. Al adoption



Figure 1: ENISA Threat Landscape 2022 - Pnme threats

P alware Engineering
threats

Social

Threats
against data

ENISA
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Supply-chain
attacks

hreats against
awvailability:
Denial of Service

Disinformation
Misinformation

™

Ransomwares

Threats against
availability
Internet threats



Black Hat Al

Social Engineering Attacks
Automated Hacking
Password Cracking

Evasion of Detection Systems
Targeted Malware Creation
Data Poisoning

Exploiting Al Systems



MONEY > CONSUMER > DON'T WASTE YOUR MONEY EFl ¥ =

Listen how Al can clone your voice,
use it in phishing scams

Reporter's words recorded, then turned into the "Grandparent scam”

DON'T WASTE
r YOURMONEY ¢
!

The best deals and thousands of
product reviews you can trust.

L

-
.
5

Don't Waste Your
Money

Scammers can now use Al to clone your voice, then make scam phishing phone calls to relatives.
We find out how easily it can be done, and what it sounds like.


https://www.wcpo.com/listen-how-ai-can-clone-your-voice-use-it-in-phishing-scams

Exploiting Al Systems

- Adversarial attacks
Data poisoning
Prompt injection
Backdoor attacks on Al models



Cybersecurity Evolution

Rule based tools
Machine learning
Deep learning / Al



Al-Driven Tools

Sentinel One

MS Security Copilot

Cisco Stealthwatch

Palo Alto Networks WildFire
Splunk

IBM Watson for Cyber Security
Nessus



White Hat Al

Network Protection
Endpoint protection
Application security
Anomalous user behavior
Automation

Testing

Simulating attacks



White Hat Al

Enhanced EPP/MDR

Security Information and Event Management
SU=EY

Phishing Detection and Prevention
Threat Detection and Analysis
Behavioral Analytics

Vulnerability Management



White Hat Al

Predictive Threat Intelligence
Automated Incident Response

ldentity and Access Management (IAM)
User Training

Content Generation

Chatbots for Security Assistance



Timestamp
11/14/2023
11/14/2023

11452023 12
111442023 12

2
11452023 12

11114/2023 12:
111412023 12
11/14/2023 12:

User
user_1
user_8
privileged_user
privileged_usear
privileged_user
user_8
privileged_user
user_4
user_8

Action
LOGIMN_FAILURE
LOGIMN_FAILURE
PRIVILEGED_LOGIM
COPY_SENSITWE_COMNTENT
PRIVILEGED _LOGOUT
LOGIMN_FAILURE
ACCOUNT_DELETION
PASSWORD_CHAMGE
LOGIMN_FAILURE

Description
Generic action
Generic action
Privileged user logs in
Files copied
Privileged user logs out
Generic action

Privileged user account is deleted

Generic action

Generic action

ML

%



Al Benefits

Real-time Response

Reduced False Positives

Automated Incident Response
Advanced Threat Detection (Zero Day)
Predictive Security



AI Benefits

Natural language

Breach attack simulation (BAS)
Cost Savings

Continuous Learning
Scalability



Imn a recent study to measure
the productivity impact for

(e S T n s “mew iNn career” analysts,
participants using Microsoft @ participants using Security
Security Copilot were:

Copilot demonstrated 44

> 44% more accurate

>» 26996 faster responses and were 26

pE'I"CE'I"It more accurate

percent faster across all
tasks.>

According to the same study:

- 86 percent reported that Security Copilot helped them improve
the guality of their work.

e 83 percent stated that Security Copilot reduced the effort
needed to complete the task.

e« 86 percent said that Security Copilot made them more
productive.

= 90 percent expressed their desire to use Security Copilot next

time they do the same task.




Enable multifactor
authentication (MFA)

Apply Zero Trust

principles
Basic secu rlty y Use extended detection and
hygieﬂe prOteCtS response (XDR) and antimalware
of attacks

Protect

data

«—— Outlier attacks on the bell curve make up just1% —



Figure 1—Evolution of the SOC
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Figure 2—-SOC Challenges

Threshold- Multiple
Technologies/
Multiple

Consoles

False
Positives
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Al Concerns

False Positives and Negatives
Model Bias

Lack of Transparency

Complexity

Ethics

Resources

Regulatory and Compliance Issues
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Al Future

The genie is out of the bottle
Tools are readily avallable to bad actors

Attacks will iIncrease In;
Speed

Quality
Sophistication



Al Future

- Al can’t replace human security professionals

Enhances their work

Fills skills and resource gaps
Speeds detection and mitigation
Augments capabilities

Leads to more job satisfaction
Focus on key gaps first

- Ask questions like:
Will your tools id and block what's new?
Will you help us meet compliance needs?
What signals success in your Al platform?



Additional Resources

= https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-
trustworthy-artificial-intelligence

= https://lwww.cisa.gov/sites/default/files/2023-11/2023-2024 CISA-Roadmap-for-
Al _508c.pdf

« https://lwww.nist.govV/itl/ai-risk-management-framework
= https://lwww.nist.gov/artificial-intelligence/artificial-intelligence-safety-institute
= https://ai.gov/naiac/

= https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-
security-agency-releases-roadmap-artificial-intelligence

« https://lwww.cisa.gov/resources-tools/resources/roadmap-ai
« https://lwww.isaca.org/resources/artificial-intelligence

= https://www.nist.gov/cyberframework

= https://chat.openai.com/chat



For more information:

= Bruce = CISA: CISAgov
Schneler:@schneierblog

 US-CERT. @QUSCERT_gov » Microsoft Secure:
» SecurityWeek: @SecurityWeek @msftsecurity
» Center for Internet Security:  RSA: @RSAsecurity

@ClSecurity - Mikko Hypponen: @mikko
- MSRC: @msftsecresponse » CSOnline: @CSOonline

» NIST Cyber: @NISTcyber - Me: @DaveHatter
= Intrust IT: @IntrustIT

« MSRC: @msftsecresponse



WE ARE NO LONGER
SECURING COMPUTERS

BWE ARE SECURING SOCIETY.




“Cybersecurity is national security”
- NSA Director General Paul Nakasone



P

intrustIT

Dave Hatter, CISSP, CISA, CISM, CCSP, CSSLP, PMP, ITIL
linkedin.com/in/davehatter | twitter.com/davehatter

Get our checklist:
https://www.intrust-it.com/cyber-security/cyber-essentials-checklist/

Ask about our no-cost, no-obligation vulnerability assessment

Catch Tech Friday live on 55KRC at 6:30 AM every Friday on 550 AM or http://55krc.iheart.com

Catch Cyber Monday live on WTVG at 6:30 AM and Tech Support at 9:00AM every Monday on 13 ABC or https://www.13abc.com/


http://55krc.iheart.com/
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() RM 3265
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