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Agenda

•SDE = cybercrime tsunami
•Disruption and Transformation
•Black Hat AI
•White Hat AI
•Navigating the Future 
•Discussion and Q&A



Setting the 

Table











In their own words, the attacker 
told the SEC that MeridianLink 
suffered a “significant breach” 

and did not disclose it as required 
in Form 8-K, under Item 1.05.





Cybersecurity Challenges
▪Skills gap

▪Alert fatigue

▪Vast and growing attack 

surface

▪ Remote work

▪ IoT / ICS / SCADA / OT

▪Growing attack 

sophistication

▪Cloud shift

▪3rd Party Risk

▪Shadow IT

▪Massive data volume

▪Compliance & privacy 

▪ Insider threats



Never has a 

technology 

made us so 

excited and 

terrified at the 

same time



“Any sufficiently advanced 

technology is indistinguishable 

from magic.” – Arthur C. 

Clarke

“Machine intelligence is the 

last invention that humanity 

will ever need to make.” - Nick 

Bostrom
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New Security Challenges

• AI-driven Attacks

• AI-driven Social engineering

• AI adoption





Black Hat AI

• Social Engineering Attacks

• Automated Hacking

• Password Cracking

• Evasion of Detection Systems

• Targeted Malware Creation

• Data Poisoning

• Exploiting AI Systems



https://www.wcpo.com/listen-how-ai-can-clone-your-voice-use-it-in-phishing-scams


Exploiting AI Systems

• Adversarial attacks

• Data poisoning

• Prompt injection

• Backdoor attacks on AI models



Cybersecurity Evolution

• Rule based tools

• Machine learning

• Deep learning / AI



AI-Driven Tools

• Sentinel One

• MS Security Copilot

• Cisco Stealthwatch

• Palo Alto Networks WildFire

• Splunk

• IBM Watson for Cyber Security

• Nessus



White Hat AI

• Network Protection

• Endpoint protection

• Application security

• Anomalous user behavior

• Automation

• Testing

• Simulating attacks



White Hat AI

• Enhanced EPP/MDR 

• Security Information and Event Management 

(SIEM)

• Phishing Detection and Prevention

• Threat Detection and Analysis

• Behavioral Analytics

• Vulnerability Management



White Hat AI

• Predictive Threat Intelligence

• Automated Incident Response

• Identity and Access Management (IAM)

• User Training

• Content Generation

• Chatbots for Security Assistance



Identify
ML



AI Benefits
• Real-time Response

• Reduced False Positives

• Automated Incident Response

• Advanced Threat Detection (Zero Day)

• Predictive Security



AI Benefits
• Natural language

• Breach attack simulation (BAS)

• Cost Savings

• Continuous Learning

• Scalability



AI Benefits









AI Concerns

• False Positives and Negatives

• Model Bias

• Lack of Transparency

• Complexity

• Ethics

• Resources

• Regulatory and Compliance Issues





AI Future

• The genie is out of the bottle

• Tools are readily available to bad actors

• Attacks will increase in:

• Speed

• Quality

• Sophistication



AI Future
• AI can’t replace human security professionals

• Enhances their work

• Fills skills and resource gaps

• Speeds detection and mitigation

• Augments capabilities

• Leads to more job satisfaction

• Focus on key gaps first

• Ask questions like:
• Will your tools id and block what's new? 

• Will you help us meet compliance needs?

• What signals success in your AI platform?



Additional Resources
▪ https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-

trustworthy-artificial-intelligence

▪ https://www.cisa.gov/sites/default/files/2023-11/2023-2024_CISA-Roadmap-for-

AI_508c.pdf

▪ https://www.nist.gov/itl/ai-risk-management-framework

▪ https://www.nist.gov/artificial-intelligence/artificial-intelligence-safety-institute

▪ https://ai.gov/naiac/

▪ https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-

security-agency-releases-roadmap-artificial-intelligence

▪ https://www.cisa.gov/resources-tools/resources/roadmap-ai

▪ https://www.isaca.org/resources/artificial-intelligence 

▪ https://www.nist.gov/cyberframework

▪ https://chat.openai.com/chat



For more information:

▪ Bruce 

Schneier:@schneierblog

▪ US-CERT: @USCERT_gov

▪ SecurityWeek: @SecurityWeek

▪ Center for Internet Security: 

@CISecurity

▪ MSRC: @msftsecresponse

▪ NIST Cyber: @NISTcyber

▪ Intrust IT: @IntrustIT

▪ CISA: CISAgov

▪ MSRC: @msftsecresponse

▪ Microsoft Secure: 

@msftsecurity

▪ RSA: @RSAsecurity

▪ Mikko Hypponen: @mikko

▪ CSOnline: @CSOonline

▪ Me: @DaveHatter





Q & A

“Cybersecurity is national security” 

- NSA Director General Paul Nakasone



THANK  YOU! 
Dave Hatter, CISSP, CISA, CISM, CCSP, CSSLP, PMP, ITIL

linkedin.com/in/davehatter | twitter.com/davehatter

Get our checklist: 
https://www.intrust-it.com/cyber-security/cyber-essentials-checklist/

Ask about our no-cost, no-obligation vulnerability assessment
Catch Tech Friday live on 55KRC at 6:30 AM every Friday on 550 AM or http://55krc.iheart.com

Catch Cyber Monday live on WTVG at 6:30 AM and Tech Support at 9:00AM every Monday on 13 ABC or https://www.13abc.com/

http://55krc.iheart.com/
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